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Foreword

With the rapid evolution of the information
techneology environment, businesses and
governments around the world are confronting
digital risk. Security threats such as network
attacks, network intrusions and malware are
growing in sophistication. On the other hand,
widespread privacy concerns emphasise
the importance of personal data protection.
As governments develop national regulatory
frameworks to cope with these new challenges,
companies are adapting their data management
systems across multiple jurisdictions.

Against this backdrop, China adopted its first
comprehensive legislation governing the area in
the Cybersecurity Law of the People's Republic of
China in 2017. The law affects organisations that
deal with consumers and businesses in mainland
China and will transform the way that data is
collected, stored, used, disclosed and disposed of.

Although the precise applications of some
provisions of the Cybersecurity Law are still
subject to further clarification, it has drawn
significant attention from the business community,
Some enterprises are looking to best practice
to set up internal safety management systems
far data protection; others are concerned with
the restrictions imposed on companies’ China
operations that have been ushered in by the new
law.

In order to better understand the British business
community’s reaction to China's cybersecurity
regime, the UK’s Department for International
Trade (DIT), LexisNexis, Zhong Lun Law Firm
and the China-Britain Business Council (CBEBC),
carried out a survey in the first half of 2019, Nearly
80 British companies provided responses to an
online survey, while leading cybersecurity experts
were interviewed face to face.

The data collected from the survey was used

to identify and assess, from the perspective of
British business, 1) the key challenges; 2) current
understanding of the law’s key components; and 3)
the measures taken in response. It is hoped that
this will identify the law's key areas of impact and
concern to UK business.

With these perspectives in mind, the survey is
followed by an overview of China's cybersecurity
regime, exploring the following key areas:

B Overview of the regulatory framework;

m Key compliance recommendations for British
companies;

m Best practice of Chinese companies,

Put together, the survey and subsequent analysis
aims to take stock of the Cybersecurity Law's
impact on British business. It is hoped that this
information will also help the British business
community to greater understand its key
provisions, manage risks and ensure compliance.

bl

RELX Group Chief Privacy Officer
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Part | Survey Result Analysis

The “Market Access Survey - Cybersecurity Law
and Data Protection Compliance for the Chinese
Market” took the form of an online questionnaire
consisting of multiple-choice questions. The
survey was launched on March 12" 2019 and was
publicly available until May 31" 2019. Numerous
channels were used to reach out lo over 800 UK
companies, receiving a total of 78 responses from
British companies of various sizes and industries
operating across China.

Executive summary

1.1 Profile of the Respondents

The survey gathered the views of a large cross-
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section of British business. Nearly half (44%) of the
respondents were members of the C-suite (CEO,
ClO, Chairman, CTO, etc.). Our interviewees
covered both small- and medium-sized enterprises
(SMEs) and multi-national corporations (MNCs).
The majority (76%) of the respondents were
already established in the China market, whilst
24% of them were exploring the possibility. Just
under half (45%) of the respondents were from the
ICT (Information and Communication Technology)
sector.
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1.2 Major Challenges

With respect to the major challenges for UK
Business, the top four major challenges are data
localisation (21%), cross-border data transfer
(24%), implementation of China's multi-level
protection scheme (15%) and legitimate use of
VPM (15%). Moreover, we cross-analyse the
data against the factor of whether a business has
already entered the China market, and according
to our result, UK companies which operate in
China consider data localisation to be the biggest
challenge, while UK companies which sell to
Chinese customers from overseas and/or sell
via local partners believe that cross-border data
transfer is the major challenge .

Which of the following requirements do you
consider to be major challenges for your
company's China operations?

B [Data Localisation B Complying with regulations on
personal data protection

B Cross-border data transfes

B Implementation of China's Kult

Legitimate use of commercia N
level Protectdon Scheme

cryptographic products

B Legitimate use of VPN B Other

1.3 Data Collection and Cross-
border Transfer

As the C‘fDEFSEGUI‘it‘f law centers on the
governance of data, the survey probed industry
perspectives on some of its key requirements. The
collection of personal information and important
data requires compliance with security measures,
while data collection and cross-border data
transfer are subject to security reviews.

® Regarding the collection of Personal
Information, 45% of UK companies operating
in China collect Personal Information directly
or indirectly, while 50% of those considering
entering the China market believe they would
engage in the collection of Personal Information.
This demonstrates the pervasiveness of data
collection as a business activity, and the extent
of the CSL's application.

m Regarding Important Data, the survey revealed
that a larger percentage of companies were
unsure of the scope of its application, reflecting
uncertainties with its current legal definition .

= On the issue of cross-border data transfer, 41%
of the respondents with China-incorporated
operations believe that it will be a game-changer
if they are unable to access or collect data in
China in a compliant manner, while 35% of
the respondents believe that it will be a game-
changer if they are unable to transfer data
cross-border in a compliant manner. The survey
also revealed that multinationals were more
concerned about cross-border data transfer,
while SMEs were focused primarily on data
access and collection.

m |n regard to Critical Information Infrastructure
Operators (CllOs'), of those respondents who
have already set up operations in China, only
33% have assessed the possibility of itself or its
customers being designated as a CIIO . As CIO
designation entails greater compliance burdens
and scrutiny, this suggests the need for greater
awareness.

1.4 Reactions from the British
Business Community

® In regard to the compliance measures that
UK companies have undertaken thus far in
response to the cybersecurity law, the survey
indicates that companies remain in early stages.
While 48% of the respondents have appointed
a specific person to oversee cybersecurity and
data compliance work for its China operations,
only 27% of the respondents have set up
internal safety management systems and



operaling procedures. Furthermore, less than
half have adjusted, or considered adjusting, their
IT architecture in China to the requirements of
data localisation. While this may indicate lack of
preparation on the side of UK companies, it also
reflects that many of the measures remain in
draft form.

In regard to professional advice, the top
three external parties that UK companies
consulted regarding cybersecurity issues are
the Department for International Trade (DIT)
(22%), professional service providers (22%)
and the British Chamber of Commerce in China
(BCCC)(13%). It shows that a large number of
enterprises have begun to take stock of data
compliance obligations. However, responses
indicate that compliance efforts are mixed and
companies have yet to implement a robust
compliance mechanism.

Regarding the impact on business operations
of the Cybersecurity Law, 76% of the respondents
believe that China's current legislation and
policies on cybersecurity will affect operations
in China; 16% of the respondents believe that
it will restrict product innovation, 12% of the
respondents think that it will cause delays

in accessing the China market and 22% of
the respondents believe that it will restrict
marketing activities. Despite the challenges and
restrictions, 49% of the respondents believe that
the Cybersecurity Law and its implementation
will promote a healthier business environment
and help to protect personal privacy .

= Recommendations - 71% of the respondents
believe that bilateral or multilateral data flow
mechanisms between countries will benefit UK
enterprises. Up to 74% of the respondents called
for greater exchange and communication
between companies and government agencies
from the UK and China.
Overall, the survey has provided a useful overview
of the British Business Community's views and
reactions to the Cybersecurity Law in China,
as well as revealing the key areas of impact
and concern. Although the law's implementing
measures are still under review, this information
will help the DIT to provide targeted case-by-case
support to companies, and secure a more optimal
business environment for British business in
China.




Part I

Overview of China’s Cybersecurity

Regulatory System

Coming into effect on June 17 2017, the Cybersecurity
Law forms the basic legal framework for cybersecurity
and data protection in China. It categorises
cyberspace resources and activities according to
their risk and sensitivity, as well as establishes
corresponding compliance requirements. The law
systemised a number of pre-existing regulatory
measures and acts as an umbrella document
which will be continually supported by a series of
implementing regulations, rules and guidance. lts
key components consist of :

® Generic cybersecurity requirements for “Network
Operators™;

® Regulations on Personal Information and Important
Data protection;

® Special requirements for Critical Information
Infrastructure Operatars (ClIOs);

® Regulations on data localisation and cross-border
data transfer;

® Compulsory certification and security reviews on
network products and services;

m Internet content management;

B pulti-level Protection Scheme (MLPS).

Various regulatory authorities play different
and sometimes overlapping roles in the field
of cybersecurity. These authorities include the
Cyberspace Administration of China (CAC), State
Council, Ministry of Industry and Information
Technology (MIT), Ministry of Public Security
(MPS), the National Information Security
Standardisation Technical Committee (TC260),
among others.

The CAC was established in 2014 and has been
central to the development of China's cybersecurity
framework, having released some of the key laws
and regulations over the last few years. The MIIT
has played a key role in developing industrial
policies and standards in China's ICT sector. While
the MPS, China's main security and intelligence
agency, is responsible for protecting the country
from security attacks, as well as overseeing the
Multi-Level Protection System (more information
below). TC260 is jointly run by CAC and MIIT, and
has issued the majority of technical standards in
the cybersecurity field.

y



The regulatory system of cybersecurity in China is as follows:

Cybersecurity Landscape
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A detailed outline of their respective functions and legislative actions are represented in the chart below:
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Part il

Compliance Suggestions for British

Business

According to our survey, UK companies have
confronted challenges in dealing with the law, in
particular on 1) Personal information; 2) Important
data; 3) Data localisation and cross-border data
transfer and 4) the Multi-level protection scheme
(MLPS). Below, we provide a brief explanation, as
well as some recommendations for UK companies,
Owing to the scale and complexity of such
requirements, professional services firms are often
consulted for specific compliance advice.

3.1 Compliance with Personal Information
Protection Requirements

To determine whether a UK company must
comply with the Personal Information protection
requirements, the first step is to identify whether the
data collected or processed by the UK company
falls into the scope of Personal Information.

Step I: Data Identification

Personal Information is defined as various types
of information recorded in an electronic format
or otherwise that can be used separately or in
combination with other information to identify a
natural person, including but not limited to the
name, date of birth, identity certificate number,
personal biological identification information,
address, telephone numbers, etc. of the natural
person (see the CSL article 76).

Coming into effect in May 2018, GB/T 35273-
2017 Information Security Techniques -
Personal Information Security Specification
(the "Personal Information Specification”),
published by the National Information Security
Optimisation Technical Committee of China
(the “ISSC") provides more detailed examples
of Personal Information. The key factor to

09 Cybersecurity Law and Data Protection Compliance for the China Market 2019

Survey & Report

identify whether the data falls into the scope of
Personal Information is whether the company
has the ability to use such data to identify
natural persons (i.e. data subjects).

Step ll: Review the Legal Basis of Personal
Information Processing Activities

Personal Information processing activities
include collection, storage, use, sharing,
deletion, transfer, public disclosure, user
profiling, personalise display, etc. Unlike the
European General Data Protection Regulations
(GDPR), the legal basis of Personal Information
processing activities under the CSL are entirely
consent-based.” Network Operators shall
comply with the following requirements:

» Comply with the principles of legality,
justification and necessity;

* Publicise the rules for Personal Infarmation
processing and clearly indicate the
purposes, methods and scope of data
collection and use;

= Obtain the consent of those from whom
the information is collected (i.e. Personal
Information subjects);

= Any processing activities shall be carried
out within the scope of the consent;

= A renewed consent is required when the
processing exceeds the original scope of
consent;

= Seek explicit consent from children's
guardians prior to collecting or using
children’s Personal Information in cases
where the minors are aged under 14.



For UK companies which process Personal
Information in China, it is important to conduct
a full compliance due diligence of the legal
basis of data processing and optimise the
authorisation documents of the Personal
Information subjects.

Step Ill: Policy optimisation of the Rights of
Personal Information Subjects

The CSL entitles a series of rights of personal
information subjects, supplemented by the
national standard "Personal Information
Specification”, including rights to deletion,
rectification, access, withdrawal of consent,
cancelation of accounts, and request for
copies.

To comply with these requirements, it is
recommended for UK complies to conduct
gap analysis on data processing activities to
determine if the company has clearly notified
Personal Information subjects of their rights,
and whether there are effective mechanisms in
place so they can exercise these rights in an
efficient way.

3.2 Compliance with Important Data
Protection Requirements

To determine whether a UK company must comply
with the Important Data protection requirements,
the first step is to identify whether the data
collected or processed by the UK company falls
into the scope of Important Data.

Definition of Important Data

Important Data is generally perceived as data that
is closely related to national security, economic
development and public interest’. Examples of
Important Data include unpublished government
information, and a large volume of data relating to
population, genetics, healthcare, or geographical
and mineral resources’, usually excluding the
operational and corporate administration data of
businesses and personnel information.

To understand the specific scope of Important Data
is critical because onerous requirements such as
data localisation and security assessments for

cross-border transfer are attached to Important
Data. However, the implementing regulations and
national standards on Important Data are still
being drafted and there is no definite scope of
Important Data yet.

Important Data protection requirements are
still open to change

Administrative Measures on Data Security (Draft,
2019) released on 28 May 2019 proposes some
new requirements, containing a special focus on
the protection of important data.

Risk Assessment- Network Operators shall assess
the potential security risks prior to releasing,
sharing or selling Important Data or transferring
such data abroad.

Filing records- Network Operators are also
required to file records with local cyberspace
administrations for collecting Important Data within
China for business purposes, which shall include
the rules for collection and use of such data,
purposes, scales, methods, scopes, types and
retention periods of the data, but will not include
the contents of data. However, the filing process is
still unclear and further guidance is expected to be
released by the government;

It should be noted that the Administrative
Measures on Data Security (Draft, 2019) is still
open to change. Once it is finalised, we expect
to have clarity on a number of issues such as the
methodology of the security assessment and the
scope of Important Data.

Cybarsecurity Lew and Data Protection Compliance for the China Market 2019 10
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3.3 Internal Management Measures of

Data Protection

Taking account of the CSL, related regulations and
industry experience, the following measures are

recommended for UK companies.

= Localisation - The GDPR in the EU and
the CSL in China have large differences.
Compliance with GDPR requirements does
not guarantee compliance with the CSL.
Companies should actively localise global
data security policies and management
measures to ensure that local policies in
China meet the legislative gaps between the
EU and China.

= Personnel - Formulate internal security
management systems and operation
instructions to determine the person in
charge of cyber security (including data
security, data protection and other cyber
security requirements) and define the
corresponding accountabilities;

= Preparation - Take technical and other
necessary measures to ensure data security,
and to protect such data from disclosure,
damage or loss;

. nti n lanni - Formulate a
contingency plan for data security incidents
and deal with security risks such as
system vulnerabilities, computer viruses,
cyberattacks and cyber intrusions in a timely
manner. In the case of actual or potential
disclosure, damage or loss of Personal
Information, UK companies shall take
remedial measures, notify the Personal
Information subjects and report the matter fo
the competent authorities in accordance with

1 Cybarsecurity Law and Data Prolection Compliance for the China Market 2019
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the relevant provisions;

» Review and update - Many of the CSL's
implementing measures are still in draft form.
Review and improve the data compliance
and contingency planning system on a
regular basis to ensure that they are up to
date;

» Training - Conduct routine internal training to
ensure security at all levels.

3.4 Data Localisation and Cross-border
Data Transfer

As revealed by the online survey, cross-border
data transfer and data localisation are key issues
for UK companies in China. In its current form,
the CSL requires that Personal Information and
Important Data collected by critical information
infrastructure operators ("CllIOs") shall be stored
within China (“Data Localisation Requirement”).
Critical information infrastructure refers to
information facilities that directly concern national
security and stability and may seriously endanger
national security and public interest. While
further implementing regulations are expected,
the sectors that have been explicitly named
include energy, finance, transportation, education,
scientific research, water conservancy, industrial
manufacturing, healthcare, social security and
public utilities. Where it is necessary to export
Personal Information and Important Data collected
by CliOs abroad due to business needs, a security
assessment shall be carried out.

However, since 2017 the Cyberspace Administration
of China ("CAC") has published a series of draft
implementing measures of the CSL including
Measures for Security Assessment of Cross-border
Transfer of Personal Information and Important



Data (Draff, 2017), Administralive Measures on
Data Security (Draft, 2018), and Measures on
Security Assessment for Cross-border Transfer of
Personal Information (Draft, 2019).

At present, these cross-border data transfer
regulations have not come into force. For UK
companies, it is nonetheless important to pay close
attention to these developments, which reveal a
few key shifts in the regulator's attitude to cross-
border data transfer:

» The scope of entities to which data export
restrictions may apply has been significantly
expanded from CllOs to each Network
Operator. Arguably, any entity in China
that uses computer systems connected
to communication networks would be
considered a Metwork Operator, and therefore
would be subject to the security assessment
requirements.

= Prior to the cross-border transfer of Personal
Information, Metwork Operators shall apply

Application materials:

Apply
MNotify the
conclusion

Data Provider

to the local cyberspace administrations at
the provincial level for security assessment,
file an application form, the data processing
agreement signed between the company
and data receivers, an analysis report on the
security risks for the cross-border transfer of
Personal Information and security measures
and other materials required (if any).’

* For cross-border transfer of Important Data,
if the draft measure is adopted in its current
form, UK companies will be required to file
records with authorities for the collection
of Important Data, conduct a security
assessment and obtain the approval of
authorities prior to the cross-border transfer
of Important Data or any kind of Important
Data processing activities.'

Moreover, we set out the procedure for such
security assessment of Cross-border Transfer
of Personal Information under the current draft
measures to show the whole picture of the
regulation of cross-border data transfer in China.

Focus of the Assessment

Provincial Cyberspace
Authority

act terms fully prot
nal infarmation s

Report the
conclusion

Appeal the
conclusion in case of
disagreement

State Cyherspace

Authority

Cyhsars
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At present, the specific scope of Important Data
and the procedure for such security assessment
of cross-border data transfer remain unclear.
However, UK companies are recommended
to review their data flows, segment them into
categories, and closely monitor the latest
legislative developments.

3.5 Multi-level Protection Scheme
(MLPS)

The Multi-Level Protection Scheme ("MLPS")
for cybersecurity is a tiered information security
protection system established within the CSL
framework. The draft implementing regulations8’
published in 2018 and the recent roll-out in
May 2019 of national standards’, referred to as
“MLPS 2.0", implements security management
requirements in relation to a company's
cybersecurity protection system. Due to come into
force nationwide in December 2019, the MLPS 2.0
is stricter and broader than its predecessor.

Subjects

The MLPS is required to be applied society-
wide by all regional governments, agencies and
departments, enterprises and institutions on
networks and systems located within China. These
include all networks® except for self-built personal
or home networks intended for self-use. The
MLPS stipulates general technical and institutional
requirements for all networks/systems along with
some specific requirements for key applications
including information network infrastructures,
cloud computing platforms/systems, Big Data
applications/platforms/resources, the Internet
of Things (loT), industrial control systems, and
systems using mobile internet technology.

Subject Identifications

All networks/systems are divided into five levels
of protection based on the degree of risk and
importance, from Level | to Level V. For every
level, there are different protection identification
principles (set out in Appendix ll: Identifications of
the MLPS and related protection cbligations.

13 Cybersecurity Law and Data Protection Compliance for the Thina Market 2019
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Steps for UK Companies to Conduct the MLPS

Subject Identifications

Q Step I

Self - evaluation with a written justification

QO StepII

Expert examination

O Step IV

Authorities examiination and approval

(f Filing with Public Security Organs



= Steps 1 & 2: All Network Operators should
conduct a self-evaluation to determine the
level to which their networks/systems belong.

» Step 3: For Level Il or above, companies
shall organise an expert review and file a
record with the public security organs.

= Step 4: The public security organs will
examine the materials submitted by the
company for record-filing purposes.

= Step 5. Where the network/system is graded
appropriately and the record-filing materials
provided meet the relevant requirements,
the public security organ will issue a record-
filing certificate of the MLPS.

Once the level of network/systems has been
determined, Network Operators should comply
with the corresponding requirements, as well as
additional requirements that pertain to information
network infrastructures, cloud computing platforms/
systems, Big Data applications/platforms/
resources, the Internet of Things (loT), industrial
control systems, and systems using mobile internet
technology.

Obligations of the MLPS

Under the MLPS, there are different obligations
for each level of networks/systems. Except for the

T

general requirements for all levels of networks/
systems, there are some specific additional
requirements for Level |l and above. In particular,
it is required that networks/systems at or above
Level Il shall be technically maintained within
the territory of China, and remote technical
maintenance from overseas is prohibited. Where
it is truly necessary to have networks/systems
technically maintained remotely from overseas,
it shall be required to conduct the cybersecurity
review. However, the details of such review have
not been published yet.

To better understand the whole picture of obligations
for UK companies as network operators under the
MLFS, we set out the general requirements along
with the additional requirements for networks at or
above Level Il in Appendix IV.

Moreover, UK companies in China are recommended
to pay close attention to the regulatory requirements
of the competent administrative authorities, strengthen
mechanisms of communications with administrative
and cyberspace administration authorities, and
implement multi-level protection on their networks/
systems.

Cybarsecurity Law and Data Protection Compliance for the China Market 2019 14



Part IV Expert Insights

To better understand the legal framework and
relevant practice of cybersecurity and data
protection in the Chinese market and provide
advice to UK companies on how to deal with
potential challenges, we consulted some experts
from Chinese authoritative institutions and relevant
representatives of Chinese and UK companies.

An Interview with Prof. Ke Xu, Executive
Director of UIBE's Digital Economy and Legal
Innovation Research Center

Keywords: Law Enforcement Coordination, CIIO,
GDPR

Ke Xu

Prof. Ke Xu is the Executive Director of
UIBE's Digital Economy and Legal Innovation
Research Center and the Deputy Director
of the Fintech and Cyber Security Research
Center of Renmin University.

Prof. Xu received his PhD in Law from UIBE
and was in the CSC/UC Visiting Researcher
Fellowships Program jointly sponsored by
the Chinese Ministry of Education and UC
Berkeley. Before attending Renmin University,
he practiced corporate and banking law in a
leading law firm for several years.

In May 2019, we invited Prof. Xu to provide a
systematic introduction on the legal framework of
cybersecurity in China. The insights he relayed

Jata Proted npliance far the China Marke
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were both based on his own expert observations,
as well as conversations with relevant Chinese
government officials.

Overarching legal framework

As discussed by Prof. Xu, the legal system of
cybersecurity laws in China consists of many
levels, Sorted by level of effectiveness, from high

to low, we have “laws”, “administrative regulations”
and “national standards”.

The ministries and commissions related to
cybersecurity legislation at "administrative
regulations” level include the Cyberspace
Administration of China (CAC), the Ministry of
Industry and Information Technology (MIIT) and
the Ministry of Public Security (MPS). Currently,
many of the CSL's implementation rules and
technical standards remain in draft form. Prof. Xu
emphasised the importance for UK companies to
establish communication channels with the policy
and regulations bureau of the CAC and MIIT by
either submitting internal reference documents or
attending their seminars.

Regulatory responsibilities

As to the respective powers of these authorities,
we have observed that the phenomenon of
“Mine Dragons Controlling Water” still exists in
the cybersecurity area, indicating the multiple
regulatory authaorities involved in the cybersecurity
realm. For example, the CAC focuses on the
control of Cll, data localisation, and cross-border
data transfer; while the MIT focuses on the
perspective of industrial development and the
MPS oversees the Multi-level Protection Scheme
(MLPS) and advocates that this system is the
basis for protecting the CIl, and therefore the
MPS has the power to regulate the CIIO. Prof. Xu
believes that what the CAC can do is probably act
as a policy coordinator and issuer.

“The current trend is that the CAC is tending to
position itself as the leading authority for personal
information protection, but this positioning is not
yet agreed upon by the other authorities. So, which



of the authorities will be in charge of personal
information protection in the future is yet to be
determined by the Personal Information Protection
Law (a draft of which will be released this year
according to the current legislative plan)".

Regarding the “national standards”, they are very
significant to guiding national regulatory criteria
and corporate compliance. UK companies are
encouraged to comply with these standards, even
those that are not yet mandatory from being cited
in laws or regulations.

Moreover, on the CIO front, Prof. Xu said that
the detailed implementation rules of the Cll are
still missing at the legislative level. The Chinese
legislature conducted field research in "BAT" (i.e.,
Baidu, Alibaba and Tencent) and other big internet
companies, but it has never explicitly said which
companies are CllOs.

An Interview with Prof. Shenkuo Wu, Senior
Advisor of the United Nations Network Security
and Cybercrime

Keywords: Administrative Measures on Data
Security (Draft), Measures for Cybersecurity
Censorship (Draft), GDPR Enforcement, Good
Compliance Practices

Shenkuo Wu

Professor Shenkuo Wu is Director of the
International Centre of Cyber Law of Beijing
MNormal University.

He is a leading expert on Chinese cybersecurity
law, data protection and the law of cybercrime.
He acts as a senior consultant of the United
Mations as well as of the Supreme People’s
Court of the People’s Republic of China. Prof.
Wu also heads the Research Centre of the
Internet Society of China.

In June 2019, the Cyberspace Administration
of China (CAC) released three Exposure Drafts
within 10 days of each other. With this in mind, we
invited Prof. Wu to share his insights into these
latest developments.

According to Professor Wu, legislative work will be
divided into two main categories:

® The construction of top-level design, including
personal information protection and data security
laws;

m The development of specific rules around cross-
border data transfer, and adapting the law to



specific industry sectors, such as medical, tax,
customs, as well as new technologies such as
facial recognition.

In short, there will be some new rules in macro
top-level design, micro-sectors, industries,
and even specific technology application
scenarios.

Since there are still some policies yet to be
released, the gap between legislation and
enforcement will pose certain challenges to
companies. Professor Wu also gives some
suggestions in terms of best practices for British
companies in China.

Supply chain transparency

The first is the issue of system operation security,
which means a voluntary display of supply chain
transparency, instead of waiting for regulators to
come and carry out their own investigations. Now
what regulators want to see is not how good your
firewall or your antivirus program is, but whether
you can reliably demonstrate every stage of
your supply chain from beginning to end for your
network products and services.

The need to adjust to China's specific requirements

The other “red-ling" issue concerns where you
stand when it comes to data security. In this
respect, many foreign companies tend to still
go by a global strategy for the Chinese part
of their business, and are slow to adapt to the
local environment. China is currently at the early
stage of creating a data security regime and
is undergoing drastic changes in this respect,
so foreign companies should keep track of
the relevant regulatory developments on data
security. Since many other authorities will publish
regulations in their respective fields, UK companies
in China should pay attention to keeping track of
and understanding these regulations in a timely
and systematic way.

The last suggestion is to avoid such misconception
that "I have met certain overseas standards
and the Chinese standards can't be stricter, so
naturally | should also be in compliance with the
Chinese standards”. Companies will still need to
check their compliance in China frequently. This is
not asking UK companies in China to instantly
change their way of management. It's just

suggesting that they should express their way
of management in a more local, Chinese way.

An Interview with Mr. Donald Wang, Senior
Legal Counsel of Sina Corporation

Keywords: Privacy by Design, GDPR and China's
Cybersecurity Law

Industry: Internet

Donald Wang

Mr. Donald Wang is senior legal counsel from
Sina.com technology (China) Co., LTD.

He created Sina's policy research team
and serves as an expert member in various
industry associations, such as the United
Mations Committee of E-commerce, the Beijing
Association of Investment Expert and the
Legal Work Committee of the Internet Society
Metwork Information Office. He has good
relationships with government agencies and
various regulators, such as the MOFCOM, etc,

Mr. Wang shared with us that the focus on data is
a global consensus at present — data is the new
oil. In his communication with experts from the
European Union and the United States, it turns
out that it is equally difficult for them to determine
what specific practices are acceptable from a
compliance perspective. Both countries mentioned
a concept called “dynamic compliance”, according
to which the circumstances of data use may change
at any time. Facing these challenges, Mr. Wang
pravides his perspective on the best practices of
data collection and processing.



The first is giving data subjects (i.e. users of
platforms) certain rights of choice through some
functional designs. This is also called "Privacy by
Design”, which allows users to revoke consent
and unregister themselves.

The second is informing and obtaining the consent
of users when collecting information and being as
clear as possible with the purpose of collecting the
information. Trying to simplify the functions of
apps to inform users before they proceed to the
legal terms is a good practice to follow. In the
subsequent use of the information collected, some
principles must also be followed. Not jeopardising
national security and territorial integrity and
sovereignty is the first and foremost requirement.

In addition, regarding user consent to collect,
process and use personal information, there
should be an overall judgment and framework, as
well as corresponding remedies.

For some multinational companies that are facing
regulation from both the GDPR and China's
Cybersecurity Law, Mr. Wang also shared his
opinion about the similarities and differences
between the GDPR and China's Cybersecurity Law.

The provisions of the GDPR are more dynamic
and account for exceptions, whilst China's
Cybersecurity Law is relatively static and needs
to be supported and supplemented with
further efforts. But both the GDPR and China's
Cybersecurity Law share the same objectives, that
is, to protect users’ personal information, facilitate
efficient flow of data, and fully recognise the value
of the relevant data.

An Interview with Mr. Baoqiu Cui, Vice
President of Xiaomi Corporation

Keywords: Definition of personal data, Privacy
protection committee, Five Principles for Privacy
Protection

Industry: Innovative Technology Enterprise

Baogiu Cui

Mr. Baogiu Cui, Vice President of Xiaomi
Corporation, Chairman of Technical Committee

Mr. Cui is the former Chief Architect of Xiaomi
and Vice President of Al and Cloud Platform

To some extent, the value of big data and user
privacy is contradictory. From the perspective
of maximising the value of big data and without
prejudice to the interests of all parties, the more
data that is shared, exchanged and mined, the
higher the value that will be generated. However,
from the perspective of security and privacy, every
individual demands privacy and no user wants
their privacy compromised. Therefore, we need to
find a balance between making the most out of big
data whilst respecting the privacy of our users at
the same time.

“Currently, there are multiple definitions of ‘Personal
Information’. The definition of Singapore’s
Personal Data Protection Commission (PDPC)
is a relatively strict one. Personal Information is
defined as data, whether true or not, about an
individual who can be identified from that data
and other information to which the organisation
has or is likely to have access.”
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“Xiaomi were pioneers in privacy protection
by setting up a privacy protection committee,
carrying out privacy training and conducting
privacy certification,” Mr. Cui said. When it comes
to privacy protection, Xiaomi put forward five
principles.

The first is to inform and acknowledge. To collect
users’ data, it is necessary to tell the users the
nature of the company collecting the data and
the reason for doing so. Privacy is a spectrum
and there are no absolute black and white
guarantees when it comes to privacy protection.
Therefore, when we have uncertainties, what we
can do is inform the users and assure them to
the largest extent possible.

The second principle is options and consent,
that is, to inform the users and obtain their
consent.

The third principle is the users’ control and
participation. It is possible that the users may
forget the names of companies that collect their
information and the content of such information
over a period of time. Therefore, we need to let the
users see what data has been collected and give
them the right to modify their privacy options and
amend the data itself.

The fourth principle is data integrity and security.
The data must be encrypted during the uploading
and storage process. During data processing, data
desensitisation must be conducted if necessary.
Meanwhile, access control in regards to both
technology and data management should be
implemented.

The fifth principle is mandatory measures and
remedies. It is important to obtain certification
from an external privacy cerlification company.
When developing a new product, from the
outset it is necessary to think about the issues
of respecting user privacy, including what data
should or should not be collected, whether it
is necessary to inform the user, how to obtain
the user's consent without affecting the user
experience, etc.

m Cybersecurily Law and Data Protection Compliance for the China Market 2019
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Appendix |: Legal Definitions

Term Definition Refarance
“Persanal Information” is defined as various types of Cybersacurity Law of the PRC;
:jrlformatmn recarded in an elau:t_mnlc fnrma? ar o!harn-lsa Information Security Tachnology - Personal
Parsonal . at u:an. be usgd se_rr.‘naralln‘:rh_.I or in mmblrlatlon. with other Information Securly Specification (GB/T
Information |.nfc_:rmatlnn to identify a nau..lral p-ersn_:n. mc_ludlng but not 35273-2017);
limited to the name, date of birth, identity cerificate number, '
personal biclogical identification information, address, Measures for Security Assessment of Cross-
telephone numbers, etc. of the natural person. border Transfer of Personal Information (Draft)
“Important Data™ is generally perceived as data that is Measures for Data Security Managamant
closely related to national security, economic development {Draft, 2018);
and public interest. Examples of Important Data include
unpublished government information, and a large volume Measures for Security Assessment of Cross-
Important of data relating to population, genetics, healthcare, or border Transfer of Persanal Information and
data geographical and mineral resources. Important Data (Draft, 2017);
The implemanting regulations and national standards on | SB/T-Information Security Technology -
Important Data are still being drafted and there is no definite | Guidelines for Data Cross-border Transfer
scope of Important Data yet. Sacurity Assessment (Draft)
"Metwork Operators” are defined as owners and managers
of networks, as well as network service providers.
Metwork here includes not only user-oriented websites,
platforms, apps, mobile networks, e-commearce platforms
Network and cloud platforms, but also information systems thal | Cybersecurity Law of the PRC
Operators support corporate services, such as communication
facilities, industrial control systems, and office and business
management systems. Arguably, any entity in China that
uses computer systems connected to communications
networks could be considered a Metwork Operator,
Critical information infrastructure refers to information facilities
that directly concaem national security and stability and may
seriously endanger national security and public interests in
the case of data breaches, destruction or loss of functions,
including but not limited to basic information networks
Critical that provide services such as public communications and o ) .
Information broadcast transmissions, important information systems in the ybersecurity Law of the PRC;
infrastructure fields of energy, finance, transportation, education, scientific Critical Information Infrastructure Security
cm research, water conservancy, industrial manufacturing, Protection Regulation (Draft, 2017)
healthcare, social security and public utilities, important
information systems in State agencies and important internet
application syslems, el
Tha specific scopa of Cll or the methodology to identify Cll
is not officially published yeat.
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Appendix Il: Chinese Law and Regulations for Cross-border Data Transfer

7 Mov, 2016 Law

Standing Committes of the Mational

Feople's Congress

Administrati

11 Apr, 2017

Vi

regulation

Cyberspace Administration of China

Mational
=T Lz T standard

Mational Information Security

Standardization Technical Committes

1 Mﬂ}'. 2‘[“8 Hﬂﬁﬂﬂﬂl

standard

Mational Information Security

Standardization Technical Commitles

Administrati

Ve

28 May, 2019 regulation

Cyberspace Administration of China

13 Jun, 2019 Administrati

Ve

regulation

Cyberspace Administration of China

"CAC: Cyberspace Administration of China

Cybersecurity Law of the People’s Republic of China

Establizhing a fundamental framework for cyber security and data protection
in China, the Law introduces the basic principle for the protection of personal
information.

Measures for the Security Assessment of Cross-border Transfer of
Personal Information and Important Data (Draft)

The Measuras introduce the principle of “informed consent” for the cross-
border transfer of personal information, and set out measures for security
assessment concerning cross-border transfers of personal information and
important data.

Information Security Technology - Guidelines for Security Assessment of
Data Cross-border Transfer {Draft )

This Standard further clarifies the definition of a cross-border transfer of data
and the scope of application for security assessment.

Information Security Technology - Personal Information Security
Specifications (GBIT 35273-2017)

The Specifications provide more detailed guidance for enterprises to improve
their internal personal information protection system and practical operating
rules. Since it became effective in May 2018, the Specifications have been
widely adopted in the compliance practice of various sectors.

Measures for Data Security Management (Draft)

The Measures give emphasis to the network operators” obligation in the safety
administration of personal information and important data.

Measures for Security Assessment of Cross-border Transfer of Personal
Information {Draft)

The Measures replace the regulatory framework specified in the Measures for
the Security Assessment of Cross-border Transfer of Personal Information and
Important Data (Draft), and make clear the management principle under which
personal information and important data are subject 1o separate supervision.

" TC260: National Information Security Standardisation Technical Committee
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Appendix Ill: Identifications of the MLPS

Identifications

Level |

Ordinary networks whose destruction will cause damage to the legitimate rights and interests of relevant cilizens,
legal persons and other organisations, but will not cause harm to natienal securily, social order and public
interests.

Lewvel 1l

Ordinary networks whose destruction will cause serous damage to the legitimate rights and interests of relevant
citizens, legal persons and other organisations, or cause harm to social order and public interests, but will not
cause harm to national security.

Level N

Critical networks whose destruction will cause particularly serious damage to the legitimate rights and interests of
relevant citizens, legal persons and other organisations, cause senious harm fo social order and public interests,
or cause s2nous harm to naticnal security.

Level IV

Particularly critical networks whose destruction will cause particularly serous harm to social order and public
interests or cause senous harm to national security.

Level V

Extramely critical networks whose destruction will cause particularly serious harm to national security.

Appendix lll: Obligations of Network Operators under the MLPS

Obligations Identifications

1. Detarming an individual responsible for the MLPS, establish a responsibility manage system for
the MLPS, and implament the accountability system,

2. Develop systems for security management and technological protection, and set up systems with
respect to personnel management, educational fraining, system security building, system security
maintenance, etc.;

3. Formulate and implement procedures and workflows of security management of computer room,
aquipment and madium, etc,;

4, Prevent the infection and transmission of malwara and guard against cyberattacks;

3. Adopt management and technical measures to monitor and record the cyber operating status,
cybersecurity events, unlawful and criminal activities, and save, as required to do so, relevant cyber

General requirements logs for the past six months or longer to be used to frace online viclations and offenses;
for all networks/systems

&, Implemant measures such as data classification, and back-up and encryption of Important Data;

7. Collect, use and process personal information according to the law, ensure the protection of
Personal Information, and prevent Personal Information from being divulged, destroyed, falsified,
stolen, lost or abused;

8. Implement measures designed to detect, block or eliminate illegal information, and adopt
approaches to prevent illegal information from being spread to a wide extent and evidence for
violations and offences from being destroyed or lost;

9. Fulfill duties with respect to network record-filing and identification of users' real names,;
10. Report any evants within 24 hours to the local public security organ with the jurisdiction;

11. Other cybersecurity protection obligations specified in laws and administrative regulations.
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